Introduction
A sharply worded Lancet leader (I) described the Child Health Computing Committee argument as 'a factless debate' and regretted the failure by the parties to raise the level of discussion. But a successful debate requires clarity over the main issues or at the very minimum some precision in vocabulary and these prerequisites have been absent from much of the confidentiality debate for some time: even the otherwise admirable Lancet leader employed the terms 'confidentiality' and 'privacy' as though they were synonymous. This paper emines two remarkably durable sources of confusion, ownership ofthe medical record and definition of'a third party'.
Ownership of the medical record It is commonly assumed -and often stated -that among the rights exercisable by the owner of the record is a right under certain circumstances to release confidential information from it. It has also been assumed that by invoking the concept of ownership of either the record or the information contained in it one could thereby construct a legal mechanism for a patient to protect his privacy. Neither assumption is correct.
If a 'right' is to be of any tangible value it must in some way be capable of being protected. It seems that it was with this in mind that many European and American commentators in the late I960s and early 1970S tended to assume that a patient's rights could be protected through the 'ownership' of the medical record and, by extension, control of the information which that record contained. Certainly privacy could be secured in the practical sense that the famnily doctor or the hospital which owned the document had defacto control of its use. In no sense, however, does that confer any rights on the patient and nor does it in any legal sense help him to obtain redress.
Eventually this approach was dropped, but not before several absorbing debates had occurred on ownership of the information in the record which has been supplied to the doctor by the patient. Is the information entered in the record by the doctor and not supplied by the patient (eg diagnosis) owned only by the doctor? Further, if a radiologist in private practice supplies a report to a surgeon, also in private practice what are the respective ownership rights of the radiologist, surgeon and patient over that information ? This is all very interesting but somewhat beside the point as no Western legal system recognises ownership of information as a separate legal concept, distinct from the ownership of the document containing it. (Copyright law is a totally separate issue.)
Although the Lindop Committee (2) got it right (3) and no one 'owns' the information in the medical record, the Health Service Commissioner (4) and now the Minister for Health (5) have inadvertently obscured the issue again by referring to ownership of the record in terms that could imply that it gave rights over the information and could influence the rights of the patient.
The fact is that ownership of the record is totally irrelevant to the patient's rights for privacy. Until there is privacy legislation in the United Kingdom patients will continue to depend for protection of their rights solely on the behaviour standards of the professional bodies and individuals involved in their care and it obscures the issue dangerously to imply anything else. Not only is that BMA position suspect on purely ethical grounds -there is a second flaw and that is the sheer impossibility for the doctor of being able to 'deliver'. Modem health care requires direct involvement of a widening circle (7) of professional, technical and ancillary staff. Patient data are generated in a great many locations in a hospital and handled by a wide range of different parties. These staff cannot all be in a 'direct professional relationship' with the doctor and it would be wholly unrealistic to hold a doctor responsible for controlling their work; that is the clear responsibility of the health institution and its officers. Yet this consideration did not prevent the BMA in a circular letter (8) In essence, custodianship signifies that range of responsibilities in relation to the custody of confidential information which is imposed upon and accepted by a (health care) institution as a whole. It is a general duty imposed upon all who work in an institution no matter what professional codes govern their actions and no matter upon what basis they handle records or data, whether they generate, manipulate, transmit or simply store that data. The standard of confidentiality to be achieved within that institution would be agreed by the institution in consultation with medical and on occasions other professional interests, but the overall responsibility for ensuring that that standard was maintained would fall to the institution.
This would involve in effect the establishment of an institutional code of practice and it would be necessary within the organisation as a complementary exercise to the setting of standards, to working out safe procedures and clearly assigning respective roles and responsibilities.
This approach would have the advantage of making it unnecessary in the absence of privacy legislation to base respective rights and duties on considerations of where the information is held and whether the person who holds it is its originator, keeper, user or owner. It would have the additional advantage ofmaking it easier to demonstrate openly a proper standard of confidentiality rather than laying responsibility artificially on a particular member of the organisation which is the difficulty created ifone follows the logic of the BMA line.
It would not deal entirely with the problem of identifying a third party who works outside the institution, but could make it easier to regulate transmission of information to any external body. Once such a mechanism were established it would be easier to see how some of the more difficult third party issues might be tackled. It is not the aim ofthis paper to discuss the conflict between confidentiality and issues of wider public interest, but if one accepts the Kennedy (io) How would such a system be set up? At health authority level an integrated strategy could be worked out which simultaneously ensured that: a) professional staff set and review standards of confidentiality to be achieved in given situations, and b) the health authority accepted its responsibilities for maintaining that standard.
The setting of standards requires medical commitment and multi-disciplinary consideration with doctors, nurses and computer experts, and might be assisted by the establishment of a small standing committee, rather like an ethical committee to which problems could be referred and which could if necessary take the initiative itself to take up problems.
The health authority for its part could agree and make public its policies for data protection such as recognition of the need for informed consent of patients to the release of information and clauses in staff contracts which set out their obligations in relation to the handling of patient information. It does this already in other fields and as Health and Safety and Equal Opportunities legislation.
This might at least ensure that future discussions take place within a comprehensible and publicly scrutinised framework.
